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Overview of Content

 New Interface and Reporting module

« Creating and applying rules overview
— Security scanning

— Cloud applications (Web 2.0 sites)
— URL Policy Rules

* Reporting overview
— Prebuilt reports
— Scheduling reports
— Custom reports
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New Interface and Reporting Module

* On Saturday 1 June 2013 interface will be upgraded.

— Portal separated into two different components
- Policy & Admin
- Reporting.

- Login credentials and URLs for Zscaler remain the
same (Need IE 9+).

- All functionality from old Ul is available in new Ul
plus more.



Old User Interface

« Current tabs can be divided into two main categories
— Reporting (Red Circles)
— Configuration (Blue Circles)
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Overall: 957K Allowed: 953K Blocked: 3K Wed May 292013 - Thu May 30 2013 [24Houws [] [Tran
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New User Interface

e Separated into two separate interfaces:
— Reporting (New default login page)
— Policy and Admin
— Link from each interface to the other

This Is the new login page — Tabs for reporting, a link
to Policy & Admin

s@ceotestlocal v Help~ | () Sign Out

& zscaler

| (Palicy & Admin

Dashboard Analytics Settings

Web Qverview - Timeframe - 24 Hours - C} Edit Dashboard

Cloud Application Classes Bytes Top URL Categories Transactions || Top Users Transactions




New User Interface — Full page view

 New landing page — Reporting Interface
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New User Interface — Policy & Admin

* Note the missing tabs and the link to Analytics

Zscaler-Policy Configuration

| € | @ httpsy//admin zscalerbeta.net/policy/policies.do?act=save® wve \ v Google P\ e % @& B-
. dmin@ceotest local | Logout
SECURE QlLULlel=§ COMPLY MOBILE ADMINISTRATION new &
@ zscaler - ANALYTICS Support | Getting Started | Help | Cancepts
URL Policy [ e J'=tsove Jacancel|
De Rules for URL Policy
Rules are evaluated in the order specified. Rule evaluation stops at the first match. Social Media policies take priority over URL policy. Default policy is to allow all
Rule  coms URL Category Request Action Who Gateway Location When Daily Quota
URL Policy Order
1 Enabled Global URL Blacklist All Block All Everywhere Always None
Unlimited Time,
2 Enabled ‘Site URL Whitelist All Allow All Everywhere Always Unlimited
Bandwidth
Unlimited Time,
3 Enabled Global URL Whitelist All Allow All Everywhere Always Unlimited
Bandwidth
4 Enabled Site URL Blacklist All Block All Everywhere Always MNone
Pornography, Adult Sex
Education, Militancy/Hate and
5 Enabled Extremism, Computer All Block All Everywhere Always None
Hacking, Anonymizer,
Security,
Adult themes, Lingerie/Bikini, =
Nudity, Adult Sex Education,
K-12_sex_Education, Drugs,
‘Gambling, Violence,
Weapons/Bombs, Tasteless,
‘Copyright Infringement,
6 Enabled Questionable, Profanity All Block All Everywhere Always None
Mature Humor, Alternate
Lifestyle, AlcoholfTobacco,
Online chat, Peer to peer_site,
Image host, File host,
Shareware download
Advanced
Dynamic Categorization
Dynamically categorize URLs by analyzing content
Consider Embedded Sites when Categorizing URLs ed]
Default Actions
Enforce SafeSearch for web, image and video search v T
p View recommended policy




New User Interface — Policy & Admin

* Note the change of category name to ‘Cloud
Applications Control’ and the addition of two
subcategories - Business Usage/Productivity and
Enterprise Social/Collaboration

. publications@ceotest local | Logout
02303/5{ SECURE QUIMYSl COMPLY MOBILE ADMINISTRATION ANALYTICS ™" Support | Getting Started | Help | Concepts

Activate changes to update all gateways: Activate Now

URL Policy [ ot J = save [ & cancel|
Define Rules for URL Poll ?
Internat Access

Rules are evaluated in the order specified. Rule evaluation stops at the first match. Social Media policies take priority over URL policy. Default policy is to allow all.
Rule

Order Status URL Category Request Action Who Gateway Location When Daily Quota
1 Enabled Glebal URL Blacklist All Block All Everywhere Always None
. Unlimited Time, Unlimited
2 Enabled Site URL Whitelist Al Allow All Everywhere Always Bandwidih
L Unlimited Time, Unlimited
3 Enabled Global URL Whitelist All Allow All Everywhere Always Bandwidth
4 Enabled Site URL Blacklist All Block All Everywhere Always None
Pornography, Adult Sex Education,
Militancy/Hate and Extremism,
5 Enabled Computer Hacking, Anonymizer. All Block All Everywhere Always None
Security,
Adult themes, Lingerie/Bikini, Nudity,
Adult Sex Education,

K-12_sex_EducafionDruas.




Other changes with new user interface
(4.1)

« Global HTTP Proxy support for ios6+ devices. Download
and install the ‘Secure Agent’ app.

« Sychronised users can now belong to up to 16 groups.
Previous limit was 8.

« Further enhancements to the surrogate IP feature to better tie
Windows 8 apps to a user for reporting and policy.

* New file type controls supported. *.dwg, *.f4v, *.3pg
« Browser Controls support updated:

— Chrome to version 26

— Firefox to version 20

— Safari to version 6

— Internet Explorer to version 10




Creating and Editing Rules -Overview

« CEOM recommend SSL scanning is enabled on your
portal.

 Rules are applied in the following order:
— The site is checked for malicious content / virus
— Cloud Application Control rules are applied
— URL Policy rules are applied

If a website fails the malicious content/virus check it cannot be accessed through
Zscaler. The website needs to be fixed.

MOt alwed £ Betwie thes MaSOUS LIL.

This WEBSITE hus been blodied a3 i€ viclates the CEOM Searty Polcy




Creating and Editing Rules -Overview

« Cloud Application Control Rules are applied.
— Main difference between these and URL policy rules
IS they are more granular, i.e. allow viewing but not
uploading.

Streaming Media/File share Policy

— Both Web 2.0 rules and URL policy rules apply first
to last with the first match applying.
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Creating and Editing Rules -Overview

 URL Policy rules
— Rules are applied in order from top to bottom.
— First 5 rules are locked from editing.

— Do not edit or use the Global URL Blacklist or Global
URL Whitelist.

— Do not edit other URL categories.




Do not edit the URL categories

« Poor practice — Note the categories have been edited
unnecessarily

Real tstate
Online Auctions
Productivity Loss [=] social and Family Issues
Social Issues pinterest.com
Family Issues
Productivity Loss [=] Religion
Traditional Religion

Cult

AltMew Age
Productivity Loss [=linternet Communication
Internet Services pleskl.syra.netaus.
Discussion Forums
Online chat
Webmail
Blogs
Peerto Peer Site
Remote Access Tools logmein.com, logmein
Business Use [=] Education
Continuing Education/Colleges
History
K-12 mavvic.edu.au, mav. MathAssocation
Reference Sites pintrest com
Science/Tech

Business Use [=l Business and Economy

s RS RS B S RS RS B R R R e R e e R e e N N B s ]

Corporate Marksting




Use the ‘Lookup URL” function

* You can use the ‘Lookup URL’ feature to determine
which category a URL belongs to.




Troubleshooting Zscaler block message

Read the error message. Note down the category.

Determine who is logged in on the computer or device by
going to the url.

http://ip.zscaler.com

=R RS

[ol«ileFMangWEthlegnﬁﬁ x ](;Lmlu Cloud Security : My IP Address xl + }

& @ ipzscaler.com/cgi-bin/index co 77 v & |[B- coogte EI I E"
12 iving at th the 20.59 B

* Check that users Group and Department membership in
Zscaler. Administration Tab > Manage Users > Display End Users

« Check the rules that apply to those groups.



http://ip.zscaler.com/

